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Introduction

This document contains the initial work done within the ISIS project ESTIO (Electronic Signature Test-suite for Interoperability) as part of its first work package. This project deals with the specification and development of tools to perform interoperability tests of digital signature products and services in Europe. As part of its work, a set of conformance requirements has been produced taking as reference documents the ES 201 733 and other related standards. These requirements take into account the set of types specified in ASN.1 syntax
 that appear in the aforementioned documents, and that are equivalent to what in the W3C/IETF document “XML-Signature Core Syntax and Processing “, are known as signature properties. 

Being aware of the growing importance of XML in Internet, the consortium also envisaged the production of similar work on XML, at least at the specification level. However, the W3C / IETF document does not contain the specific definition of XML types able to contain the information that appear in the aforementioned ASN.1 types. In consequence, further work is required in some areas, as the specification in XML syntax of such constructs.

This document contains the first proposal for the definition in XML syntax of those types that the ESTIO consortium requires in the assessment of products that generate and verify digital signatures, and it is thought that it could serve as the starting point of the work.

This document is made publicly available in order to get comments of those interested in the work being done. Comments could be sent to the email address: cruellas@ac.upc.es. Reference to this document in the Subject field would be appreciated (“ESTIO-XML work”).

1. Type definitions criteria

The following criteria have been followed when defining the XML types:

1. Only those ASN.1 types identified by the ESTIO consortium as the required ones are envisaged.

2. Names of types and fields. The given names in the ASN.1 specifications have been used for the fields within the types and the types themselves. This implies that the names of the types begin with capital letter, whereas the names of the fields begin with lower letter. 

3. Where possible, use has been made of data types previously defined in the XML world. This is the case of the following types: integer, string, DigestMethod and DigestValue.

4. All the XML types will have an attribute of name “Id” and type “ID” that will allow including a reference to them in the <SignedInfo> element. This is the usual way in XML to add signed information to a digital signature.

5. A new type has been defined to contain the OIDs in their textual format (integers separated by dots) as defined in the documents dealing with ASN.1 digital signatures. The elements of this type contains references to the documents where the corresponding OID is defined.

6. In this version, the definitions are specified as schemas instead DTDs, as the former are much more powerful than the later ones in specifying constraints on the defined types. DTDs will be defined in additional documents that will be added to the consolidated last version of the corresponding deliverable.

7. A namespace for ESTIO work should be assumed as defined through the corresponding preamble in a DTD that will be issued in a near future. Below follows the entity that will have to be defined there:

<?xml version=’1.0’?>

<!DOCTYPE schema


SYSTEM ‘http://www.ac.upc.es/ESTIO/05/2000/SigProp.DTD’


<!—NOTE: the document with the DTD will be issued in a near future -->


[


<!ENTITY estioSigProp=’http://www.ac.upc.es/ESTIO/2000/05/SigProp#’>



<!ENTITY dsig=’http://www.w3.org/2000/02/xmldsig#’


]>

<schema targetNamespace=’&estioSigProp;’ 

version=’1.0’ 

xmlns=’http://www.w3.org/1999/XMLSchema’

xmlns:estio=’&estioSigProp;’

mlns:ds=’&dsig;’

2. New types for supporting the additional information

As it has been said before, a new type for containing the textual representation of an ASN.1 OID has been defined, with reference to the documents where the OID is specified.

Its definition in a schema is shown below:

<!—- Type ASN1OIDTextAndRefDoc: String version of an ASN.1 OID and reference to the document where the OID is defined -->

<!-- Type ASN1OIDText -->

<datatype name='ASN1OIDText' source='string' derivedBy='restriction'>


<restrictions>



<!-- String representation of an OID value -->



<pattern value="[0-9]+ | ([0-9]+'.']+[0-9]+)" />


</restrictions>

</datatype>

<datatype name='ASN1OIDTextAndRefDoc' source='ASN1OIDText' derivedBy='extension'>


<extensions>



<!-- Reference to the document where the OID is defined -->



<attribute name='docRef' type='string'/> 


</extensions>

</datatype>

3. Types for products that generate Electronic Signatures

3.1 Types defined in RFC 2634 (Enhanced Security Services for S/MIME)

The ESTIO consortium specifies that the SigningCertificate type will have to be managed by testing tools of digital signature generating products.

The next clause shows a proposal for the definition of an equivalent type in XML syntax.

3.1.1 XML definition for SigningCertificate type

The SigningCertificate type implies the definition of the following set of types: ESSCertID, PolicyInformation, Hash, IssuerSerial, GeneralName, PolicyInformation, PolicyQualifierInfo, PolicyQualifierId, PolicyQualifierId_RFC_2459, Qualifier, Qualifier_RFC_2459, UserNotice and ReferenceNotice.

<type name='SigningCertificate'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='certs' type=’estio:ESSCertID' minOccurs='1' maxOccurs=’*’/>



<element name='policies' type=’estio:PolicyInformation' minOccurs='0'maxOccurs=’*’ />


</group>


<attribute name=’Id’ type=’ID’ minOccurs=’1’ maxOccurs=’1’/>

</type>

<!-- =========================================================== -->

<!-- Type ESSCertID (RFC 2634, Sect. 5.4.1) (ETSI 201 733Sect. 8.8.1) -->

<type name='ESSCertID'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='certHash' type=’ds:DigestValue' minOccurs='1' maxOccurs='1'/>



<element name='issuerSerial' type='estio:IssuerSerial' minOccurs='0' maxOccurs=’1’/>


</group>

</type>

<!-- =========================================================== -->

<!-- Type Hash in RFC 2634: type DigestValue defined by the W3C XML digital signature group

     RFC 2634 specifies that this value has to be SHA1 Digest

 -->

<!-- =========================================================== -->

<!-- Type IssuerSerial -->

<!-- Comment: 

     - The W3C has defined the X509IssuerSerial element,

       which contains ONE issuer's Name. 

     - ETSI defines a sequence of names instead, and this is the reason

       for the definition of this type.

-->

<type name='IssuerSerial'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='issuer' type='estio:GeneralName' minOccurs='1' maxOccurs=’*’/>



<element name='serialNumber' type='integer' minOccurs='1' maxOccurs='1' />


</group>

</type>

<!-- =========================================================== -->

<!-- Type GeneralName (RFC 2459, Sect. 4.2.1.7) -->

<datatype name='GeneralNameType' source='NMTOKEN' >


<enumeration value='otherName' />


<enumeration value='rfc822Name' />


<enumeration value='dNSName' />


<enumeration value='x400Address' />


<enumeration value='directoryName' />


<enumeration value='ediPartyName' />


<enumeration value='uniformResourceIdentifier' />


<enumeration value='iPAddress' />


<enumeration value='registeredID' />

</datatype>

<type name='GeneralName '>


<attribute name='nameType' type='estio:GeneralNameType' minOccurs='1' maxOccurs='1'/>

</type>

<!-- =========================================================== -->

<!-- Type PolicyInformation (RFC 2459, 4.2.1.5) -->

<type name='PolicyInformation'>



<element name='policyIdentifier' type='estio:CertPolicyId' minOccurs='1' maxOccurs='1' />



<element name='policyQualifiers' type='estio:PolicyQualifierInfo' minOccurs='0' maxOccurs=’*’/>

</type>

<!-- =========================================================== -->

<!-- Type PolicyQualifierId_RFC_2459 (RFC 2459, Appendix A) -->

<datatype name='PolicyQualifierId_RFC_2459' source='ASN1OIDTextAndRefDoc' derivedBy='restriction' >


<restrictions>



<enumeration value='1.3.6.1.5.5.7.2.1' /> <!-- id-qt-cps -->



<enumeration value='1.3.6.1.5.5.7.2.2' /> <!-- id-qt-unotice -->



<attribute name='ref' type='string'>




<enumeration value='RFC 2459'/>



</attribute>


</restrictions>

</datatype>

<!-- =========================================================== -->

<!-- Type PolicyQualifierInfo (RFC 2459, 4.2.1.5) -->

<type name='PolicyQualifierInfo '>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='policyQualifierId' type='estio:ASN1OIDTextAndRefDoc' minOccurs='1' maxOccurs='1'>



<element name='qualifier' type='estio:Qualifier' minOccurs='1' maxOccurs='1' />


</group>

</type>

<!-- =========================================================== -->

<!-- Type Qualifier -->

<type name='Qualifier' content='mixed'>


<any namespace='##any'/>

</type>

<!-- =========================================================== -->

<!-- Type Qualifier_RFC_2459 as in RFC 2459, 4.2.1.5 -->

<type name='Qualifier_RFC_2459'>


<group order='choice' minOccurs='1' maxOccurs='1'>



<element name='cPSuri' type='uri' minOccurs='1' maxOccurs='1' />



<element name='userNotice' type='estio:UserNotice' minOccurs='1' maxOccurs='1' />


</group>

</type>

<!-- =========================================================== -->

<!-- Type UserNotice (RFC 2459, 4.2.1.5) -->

<type name='UserNotice'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='noticeRef' type='estio:NoticeReference' minOccurs='0' maxOccurs='1' />



<element name='explicitText' type='string' minOccurs='0' maxOccurs='1' />


</group>

</type>

<!-- =========================================================== -->

<!-- Type NoticeReference (RFC 2459, 4.2.1.5) -->

<type name='NoticeReference '>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='organization' type='string' minOccurs='1' maxOccurs='1' minlength='1' maxlength='200' />



<element name='noticeNumbers' type='integer' minOccurs='0' maxOccurs=’*’ />


</group>

</type>

3.2 Types defined in ETSI Electronic Signature 201 733

ETSI ES 201 733 defines the following types (for information that will also be signed:

· OtherSigningCertificate type, which has great similarity with the SigningCertificate mentioned in 3.1, and the SignaturePolicyIdentifier.

· SignaturePolicyIdentifier

· signingTime

3.2.1 XML definition for OtherSigningCertificate type

Below follows the definition of OtherSigningCertificate type.

<!-- Type OtherSigningCertificate defined by ETSI (ES 201 733, Sect. 8.8.2) -->

<type name='OtherSigningCertificate'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='certs' type='estio:OtherCertID' minOccurs='1' maxOccurs=’*’/>



<element name='policies' type='estio:PolicyInformation' minOccurs='0' maxOccurs=’*’ />


</group>


<attribute name=’Id’ type=’ID’ minOccurs=’1’ maxOccurs=’1’/>

</type>

<!-- Type OtherCertID (ETSI - ES 201 733, Sect 8.8.2, 9.2.1) -->

<type name='OtherCertID'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='otherCertHash' type='estio:OtherHash' minOccurs='1' maxOccurs='1' minlength='1' <ggmaxlength='200' />



<element name='issuerSerial' type='estio:IssuerSerial' minOccurs='0' maxOccurs=’1’ />


</group>

</type>

<!-- =========================================================== -->

<!-- Type OtherHash (ETSI - ES 201 733, Sect 8.8.2, 9.2.1) -->

<type name='OtherHash'>


<group order='choice' minOccurs='1' maxOccurs='1'>



<element name='sha1Hash' type=’ds:DigestValue' minOccurs='1' maxOccurs='1' minlength='1' <ggmaxlength='200' />



<element name='otherHash' type='estio:OtherHashAlgAndValue' minOccurs='1' maxOccurs='1' />


</group>

</type>

<!-- =========================================================== -->

<!-- Type OtherHashAlgAndValue (ETSI - ES 201 733, Sect 8.8.2, 9.2.1) -->

<type name='OtherHashAlgAndValue '>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='hashAlgorithm' 

         type=’ds:DigestMethod 

         minOccurs='1' maxOccurs='1' minlength='1' maxlength='200' />



<element name='hashValue' 

         type='ds:DigestValue’ estio: estio: 

         minOccurs='1' maxOccurs='1' minlength='1' maxlength='200' />


</group>

</type>

3.2.2 XML definition for SignaturePolicyIdentifier type

Below follows the definition of the SignaturePolicyIdentifier XML type.

<!-- Type SignaturePolicyIdentifier (ETSI - ES 201 733, Sect 8.9.1)  -->

<type name='SignaturePolicyIdentifier'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='estio:sigPolicyIdentifier' type='estio:ASN1OIDTextAndRefDoc' minOccurs='1' maxOccurs='1'/>



<element name='sigPolicyHash' type='estio:OtherHashAlgAndValue' minOccurs='1' maxOccurs='1'/>



<element name='sigPolicyQualifiers' type='estio:SigPolicyQualifierInfo' minOccurs='0' maxOccurs='*'/>


</group>

<attribute name=’Id’ type=’ID’ minOccurs=’1’ maxOccurs=’1’/>

</type>

<!-- =========================================================== -->

<!-- Type SigPolicyQualifierInfo (ETSI - ES 201 733, Sect 8.9.1) -->

<type name='SigPolicyQualifierInfo'>


<group order='seq' minOccurs='1' maxOccurs='1'>



<element name='sigPolicyQualifierId' type='estio:ASN1OIDTextAndRefDoc' minOccurs='1' maxOccurs='1'/>



<element name='sigPolicyQualifiers' type='estio:SigPolicyQualifier' minOccurs='1' maxOccurs='1'/>


</group>

</type>

<!-- =========================================================== -->

<type name='SigPolicyQualifier' content='mixed'>


<any namespace='##any'/>

</type>

3.2.3 XML definition for SigningTime type

The information contained in the ASN.1 field signedTime pertains to Time ASN.1 type. This type allows for including there a General Time or an UTCTime.

W3C Schemas WG has defined the timeInstant type able to contain date and time values. It is also able to contain information on UTCTime. 

It is proposed to use elements of this type to store the signingTime information.

4. Types for products that validate Electronic Signatures

4.1 Types for products that validate Electronic Signatures excluding Timestap

ESTIO specifications state that the ETSI ES 201 733 type, CompleteCertificateRefs and CompleteRevocationRefs have to be managed by these products. 

The W3C Digital Signatures WG, has allocated elements to include information on X509 certificates, CRLs and references to X509 certificates (element X509IssuerSerial). These elements are strongly related with the types being defined here, but there are certain differences that seem to make necessary to define new types:

· ETSI defines types that contain references to certificates. These references include hash values computed on the certificates themselves. W3C Digital Signature WG does not include this hash value in the X509IssuerSerial element.

· ETSI defines types that contain references to revocation status, including responses of the OCSP and others. The XML element X509CRL seems to be designed to contain the CRL themselves, instead of references to them. Besides that, no mentions to OCSP responses or other mechanisms are made.

4.1.1 XML definition for CompleteCertificateRefs type

The CompleteCertificateRefs type in XML syntax would merely be a sequence of ESSCertID elements. The ESSCertID type has been defined in section 3.1.1
<!-- Type CompleteCertificateRefs (ETSI - ES 201 733, Sect 9.2.2)  -->

<type name='CompleteCertificateRefs'>


<element name='certRefs' type='estio:ESSCertID' minOccurs='1' maxOccurs='*'/>


<attribute name=’Id’ type=’ID’ minOccurs=’1’ maxOccurs=’1’/>

</type>

4.1.2 XML definition for CompleteRevocationRefs type

Below follows a proposal for the definition of CompleteRevocationRefs type in XML syntax.

<!-- Type CompleteRevocationRefs (ETSI - ES 201 733, Sect 9.2.2)  -->

<type name='CompleteRevocationRefs'>


<group order='seq' minOccurs='1' maxOccurs='*'>



<element name='crlids' type='estio:CRLListID' minOccurs='0' maxOccurs='1'/>



<element name='ocspids' type='estio:OcspListID' minOccurs='0' maxOccurs='1'/>



<element name='otherRev' type='estio:OtherRevRefs' minOccurs='0' maxOccurs='1'/>


</group>


<attribute name=’Id’ type=’ID’ minOccurs=’1’ maxOccurs=’1’/>

</type>

<!-- =========================================================== -->

<!-- Type CRLListID (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='CRLListID'>



<element name='crls' type='estio:CRLValidatedID' minOccurs='1' maxOccurs='*'/>

</type>

<!-- =========================================================== -->

<!-- Type CRLValidatedID (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='CRLValidatedID'>


<group order='seq' minOccurs='1' maxOccurs='*'>



<element name='crlHash' type='estio:OtherHash' minOccurs='1' maxOccurs='1'/>



<element name='crlIdentifier' type='estio:CrlIdentifier' minOccurs='0' maxOccurs='1'/>


</group>

</type>

<!-- =========================================================== -->

<!-- Type CrlIdentifier (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='CrlIdentifier'>


<group order='seq' minOccurs=='1' maxOccurs='1'>



<element name='crlIssuer' type='string' minOccurs='1' maxOccurs='1'/>



<element name='crlIssuerTime' type='timeInstant' minOccurs='1' maxOccurs='1'/>



<element name='crlNumber' type='integer' minOccurs='0' maxOccurs='1'/>


</group>

</type>

<!-- =========================================================== -->

<!-- Type OcspListID (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='OcspListID'>


<element name='ocspResponses' type='estio:OcspResponsesID' minOccurs='1' maxOccurs='*'/>

</type>

<!-- =========================================================== -->

<!-- Type OcspResponsesID (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='OcspResponsesID'>


<group order='seq' minOccurs=='1' maxOccurs='1'>



<element name='ocspIdentifier' type='estio:OcspIdentifier' minOccurs='1' maxOccurs='1'/>



<element name='ocspRepHash' type='estio:OtherHash' minOccurs='0' maxOccurs='1'/>


</group>

</type>

<!-- =========================================================== -->

<!-- Type OcspResponsesID (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='OcspIdentifier'>


<group order='seq' minOccurs=='1' maxOccurs='1'>



<element name='ocspIssuer' type='estio:GeneralName' minOccurs='1' maxOccurs='*'/>



<element name='ocspIssuedTime' type='timeInstant' minOccurs='1' maxOccurs='1'/>


</group>

</type>

<!-- =========================================================== -->

<!-- Type OtherRevRefs (ETSI - ES 201 733, Sect 9.2.2) -->

<type name='OtherRevRefs'>


<group order='seq' minOccurs=='1' maxOccurs='1'>



<element name='otherRevRefType' type='estio:ASN1OIDTextAndRefDoc' minOccurs='1' maxOccurs='1'/>



<element name='otherRevRefs' type='estio:OtherRevReferences' minOccurs='1' maxOccurs='1'/>


</group>

</type>

<!-- =========================================================== -->

<type name='OtherRevReferences' content='mixed'>


<any namespace='##any'/>

</type>

4.2 Types for products that validate Electronic Signatures including Timestap

When dealing with timestamps, ETSI ES 201 733 defines the timestamp as an unsigned ASN.1-attribute. Its is an encapsulated SignedData construct containing a signed TSTInfo structure.

In XML, a timestamp would consist of an additional <Signature> element with the digital signature of the <TSTInfo> element included in the <SignatureProperties> element.

4.2.1 XML definition for TSTInfo type

Below follows the XML definition for the TSTInfo type.

Some comments have to be made concerning this definition:

· The time information is included in an element of type ‘timeInstant’ defined by the W3C Schemas WG in [XML-Schemas 2]. This element allows to include information on an Coordinated Universal time instant, with all the features needed in terms of expressing precision in fractions of seconds.

<!-- Time Stamp -->

<!-- Type TSTInfo (ETSI - ES 201 733, Sect 10.5) -->

<type name='TSTInfo'>


<group order='seq' minOccurs=='1' maxOccurs='1'>



<attribute name='version' type='integer'  default='1'/>



<element name='policy' type='estio:PolicyInformation' minOccurs='1' maxOccurs='1'/>



<element name='tsa' type='estio:GeneralName' minOccurs='0' maxOccurs='1'/>



<element name='tstTime' type='timeInstant' minOccurs='1' maxOccurs='1'/>



<element name='nonce' type='integer' minOccurs='0' maxOccurs='1'/>



<element name='messageImprint' type='estio:MessageImprint' minOccurs='0' maxOccurs='1'/>



<element name='serialNumber' type='integer' minOccurs='0' maxOccurs='1'/>



<element name='tsaFreeData' type='string' minOccurs='0' maxOccurs='1'/>



<element name='tdaTokens' type='estio:TemporalDataToken' minOccurs='0' maxOccurs='*'/>


</group>


<attribute name=’Id’ type=’ID’ minOccurs=’1’ maxOccurs=’1’/>

</type>

<!-- =========================================================== -->

<type name='MessageImprint'>


<group order='seq' minOccurs=='1' maxOccurs='1'>



<element name='hashAlgorithm' type='ds:DigestMethod' minOccurs='1' maxOccurs='1'/>



<element name='hashedMessage' type='ds:DigestValue' minOccurs='1' maxOccurs='1'/>


</group>

</type>

� It has to be taken into account that the word “attributes”, used in ASN.1 world is misleading in XML terminology, as an attribute in XML documents refers to syntactic constructs similar to the attributes in HTML documents. In order to avoid confusion, in this document the term attribute will only refer to XML attributes.






